unma (Saldir)
Izasyonu

nol YILMAZ

Danisman / Yonetici Ortak
senol.yilmaz@secrove.com
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Hakkimda

Nebi Senol YILMAZ, CISA, CEH, ISO 27001 LA

Secrove Information Security Consulting
Bilgi Guvenligi Danismanligi
Bilgi Sistemleri Denetimi
Penetrasyon Testleri
Zafiyet Arastirmasi
Exploit Gelistirme
Bilgi Guvenligi Ar-Ge (Tubitak Destekli)
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ik / Siber Savunma
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lkeler

miyiz?
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er Guvenlik / Siber
avunma

vastan caydirmak, ulkeyi ve
ak icin gerekli tedbirler




er Guvenlik / Siber
avunma

n baktigimizda,

ININ “siber ortamda” korunmasi
r butunu.



Siber Guvenlik /
er Savunma

IK'te milat:
ri; 2012/3842

siber guvenlik calismalarinin yurutulmesi,
yonetllmeS| ve koordinasyonuna iliskin karar”

Rega-28447
20 Ekim 2012
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UDH
Miistesari

TUBITAK
Baskani

BTK
Baskani

er Guvenlik Kurulu

Milli Savunma Genelkurmay
Mustesari MEBS Baskani

UDH
Bakani

TiB MiT icisleri
Baskani Miistesari Miistesari

5 6@ -+ Secrove Information Security Consulting

Kamu Diizeni
ve
Guvenligi
Miistesari

Mali Suglari
Arastirma

Kurulu
Basgkani

Digigleri
Miistesari




Siber Guvenlik Kurulu

Strateji Belgesi dogrultusunda ongorulen,
Ulusal Siber Guvenlik Eylem Plani

Siber guvenlik farkindalik calismalari

Ulusal Siber Olaylara Mudahale Merkezi
Siber guvenlik Ar-Ge politikasi olusturulmasi
Insan kaynag yetistiriimesi

Yasal mevzuatin duzenlenmesi

0 Secrove Information Security Consulting



Savaslar ve Ulkeler



slar ve Ulkeler

attacks

curity in the public administration
cure IT systems in Germany

K
4
"
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lar ve Ulkeler

If the state wants to be fully prepared for cyber attacks, a coc
attacks must be created in cooperation with the competent stz

regularly and take appropriate protection measures. 2cessary, we have to examine whether
A must be created at federal or Lander level.

TOOLS OF '[l"llli TRADE
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aslar ve Ulkeler

ure places in the world to do business
o protect our interests in cyberspace
h the UK public can use safely and that supports open societies

wledge, skills and capability to underpin all

Secrove Information Security Consulting 12
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owledge, skills and capability

concern



Siber Savaslar ve Ulkeler

Ulke Stratejileri — 2

Ingiltere:

£ million

Percentage

O

£650 million

2011-12 2012-13 2013-14
£105m £155m £180m

350

300

Security and Ministry of Government
intelligence Defence ICT
agencies

Secrove Information Security Consulting

2014-15
£210m

Department
for Business,
Innovation

and Skills

13
2%
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slar ve Ulkeler

-wide cyber counterintelligence (Cl) plan
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aslar ve Ulkeler

ant  a  government-wide  cyber

A government-wide

The Cyber CI Plan is aligned with the
National Counterintelligence Strategy of the United States of America (2007) and
supports the other programmatic elements of the CNCI.
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Siber Savaslar ve Ulkeler

Ulke Stratejileri — 3
ABD:

Develop and implement a government-wide cyber
counterintelligence (Cl) plan:

Cyber Intelligence Sharing and
Protection Act

17



vaslar ve Ulkeler

a government-wide cyber
plan:

BIG BROTHER
N ¢ Y

IS WATCHING YOU




vaslar ve Ulkeler

Cin'in “Hacker Asker’leri A E

% VT

Y ity | TR

Casusluk amaciyla, ABD savunma sanayi sirketlerine
sizild.

SIS : . .
A Secrove Information Security Consulting 19
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aslar ve Ulkeler

Estonya devlet siteleri hedef alindi (DDoS agirlikli).

NATO
Siber Savunma Mukemmeliyet Merkezi kuruldu.

(><><> OOO N . .
A Secrove Information Security Consulting
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Siber Savaslar ve Ulkeler

Bilinenler MADE 1IN

i |

NS A

Haziran 2010 — Stuxnet “

ABD & Irail — Iran

Operation “Olympic Games”
(G.W. Bush, 2005-2006)
Iran niikleer programina yonelik, worm saldirisi.

Scada sistemlerin zafiyetleri kullanildi.

Casusluk ve sabota;.

0 Secrove Information Security Consulting 21




zer yonleri mevcut

Iran nlikleer programina yonelik

Casusluk amacli gorunuyor.

QOO 000 ) . .
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avaslar ve Ulkeler

e

InstallFlame . ——

" cacks.A{InstallFlame |Agen
ttacks.AflInstallFlame||Shoul

~ . .bat
-Attacks.Al{InstallFlame |Commanc
“Attacks.AjInstallFlame|Servics
Attacks . AfInstallFlamelAttack 'w
ttacks.AlInstallFlame!Delet«
~tacks.AlInstallFlame|Dele!
acks AtiInstallFlamelSam
.AtInstallFlame " Ma

srail — Iran, Ortadogu
Operation “Olympic Games”
(G.W. Bush, 2005-2006) (Parallel to Stuxnet)

Sabotaj'dan ¢ok ortadoguda casusluk amacli
kullanihyor.

S
-2 =« Secrove Information Security Consultin 23
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aslar ve Ulkeler

Medya kanallari “hack’lendi.

Kuzey Kore - Guney Kore

Karsilikli olarak “Hacker Ordusu” yetistiriyor.

«>o<> 000 . o .
A Secrove Information Security Consulting
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24



Siber Savaslar ve Ulkeler

Bu da bir istinhbarat anlasmasi mi?

Canonical, the makers of Ubuntu have announced that they will be officially affiliated with the Chinese

government to bring a new Ubuntu based OS to the Chinese population.

25



r ve Ulkeler
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vasa Hazir miyiz”?

alari baslatildi.

ezl kuruldu.

Siber istihbarat
“Offensive Security” icin neler yapiliyor?

A Secrove Information Security Consulting
) (24

llinclenme adimlar atiliyor.
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Savunma
(Defensive)

r Savunma (Saldirr)
Organizasyonu

Egitim Atak

(Training) (Offensive)

: : .+ Secrove Information Security Consulting
% &
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Siber Savunma (Saldir)
Organizasyonu

Ofansif olarak,
Casusluk (Espionage)
Sabotaj (Sabotage)
Siber Istinbarat (Cyber Intelligence)

calismalarinin yurutulmesi gerekmektedir.

ABD basta olmak tizere, Cin, Ingiltere, Giiney Kore ve
Kuzey Kore yillardir ciddi galismalar yapti.

0 Secrove Information Security Consulting
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Siber Savunma (Saldir)
Organizasyonu

Siber savunmaya(®) yonelik urun ihracatinin desteklenmesi
Exploit gelistirme calismalarinin desteklenmesi
Malware/WWorm anlizi ve gelistirme calismalarinin desteklenmesi

Tehdit potansiyeli olan ulkelere/organizasyonlara karsi kesif
mekanizmalarinin olusturulmasi

Aktif saldiri durumunda karsi atak mekanizmalarini planlanmasi

gerekmektedir.

0 Secrove Information Security Consulting
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lye sahipsiniz?

“Foreknowledge is main part of winning strategy...”

Sun Tzu

9, £é4 . 3 b
o%%%i% . .~ Secrove Information Security Consulting
¥ L84
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<urler !

http://www.secrove.com/

senol.yilmaz@secrove.com
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