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Uygulama Denetimi

Dinamik Analiz
Uygulamanin ¢calismasi sirasinda manipulasyon
yapmamizi saglar.
Client-side kontrollerin hepsi by-pass edilebilir.

Gizlenmis fonksiyonlarin ¢cagrilmasi
saglanabilir.

Gizlenmis veriler dump olarak alinabillir.

O Secrove Information Security Consulting 16
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Uygulama Denetimi

Dinamik Analiz
Debugger (gdb)

(gdb) attach <PID>
Attaching to program: " /private/var/mobile/Applications/...', process PID.

Reading symbols for shared libraries . done

Reading symbols for shared libraries
Reading symbols for shared libraries + done
Ax364d7884 in mach_msg_trap ()

O Secrove Information Security Consulting
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Uygulama Denetimi

Dinamik Analiz
otool

SecrovePhone:~ root® otool —o FApplications/Terminal.appsTerminal

FApplications/Terminal.app/Terminal:
Contents of (__DATA, _objc_classlist) section
BABledec Bx1OB1E
isa Bx19E84
superclass Bx@
cache BxB
viable Bx8
data @xlabdc (struct class_ro_t =)
Tlags Bx@
instanceStart 4
instanceSize 21
ivarLayout Bx@
name Bxl3Z2ac MobileTerminalAppDelegate
baseMethods @x1a5f4 (struct method_list_t =*)
entsize 12
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Uygulama Denetimi

Dinamik Analiz
class-dump-z

SecrovePhone:~/iphone_armve rooct# ./class—dump-z /System/Library/CoreServices/SpringBoard.app/SpringBoard

[/ k

* This header is generated by class—dump-z 8.2-8.

* class—-dump-z is Copyright (C) 2009 by KennyTM--, Llicensed under GPLw3.
*

* Source: (null)

*f

typedef struct CGPoint {
Tfloat x;
float v;

} CGPoint;

typedef struct CGSize {
float width;
float height;

} CGSize;

typedef struct CGRect {
CGPoint origin;
CGSize size;

} CGRect;

typedef struct _NSZone NSZone;

0 Secrove Information Security Consulting



Uygulama Denetimi

Dinamik Analiz
Snoop-it

= |;[_:| Monitoring
[] Filesystem
D Keychain
[£] Network Filepath
|:‘| Sensitive AP 2 Mar'mobile/Applications 0246802

= |]_'_j Analysis Mvar'mobile/Applications /0248802

|:‘| Objective-C Classes Mvarimobile/Applications/0248802
|:‘| View Controlier Mvar'mobile/Applications /0248802
|:'| URL Schemes Mearimobile/Applications/0248802

= |]_'_j Runtime Manipulation Mvarimobile/Applications /0248802
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Uygulama Denetimi

Dinamik Analiz
cycript

SecrovePhone:~/iphone_armve root# cycript —-p BS99
cy® UL
Display all 714 possibilities? (y or n)
cy® UILApp
E#"=UTApplication: Bx2B9Sb@="
cy# Texpand
expand == true
cy# ULApp.windows[@].recursiveDescription
@' =TTNavigatorWindow: ©x297ccB®; baseClass = UIWindow; frame = (@ @; 3208 4B8); layer = =UIWindowLayer:
| =UILayoutContainerView: Bx6622d@; frame = (@ @; 320 4B0); autoresize = W+H; layer = <CAlLayer: Bxé
| | =UINavigationTransitionView: BxE62648; frame = (@ @; 328 4B0); clipsToBounds = YES; autores
| | =UIViewControllerWrapperView: Bx658860; frame = (@ B4; 320 396); autoresize = W+H; lay
| | <UIView: @x665b1@; frame = (@ 8; 320 396); autoresize = W+H; layer = <CAlayer: @xi
| =UITextField: @x663BB@; frame = (18 138; 18@ 28); text = ''; clipsToBounds =
| =UIFieldEditor: Bx12TBBB@; frame = (@ ©; 180 28); text = ''; opague = NI
| | =TileHostLayer: BxB6b3708= (layer)
| | | =TileLayer: @x685db@> (layer)
| =UITextSelectionView: Bx2a56d@; frame = (@ @; @ @); userInteractionEnab

I
I
I I
I I
I I
I I
I I
| | | | =UIView: @x2a77c@; frame = (@ @; 3 28); userInteractionEnabled = N
I
0
I

I
onEnabled = N

| =UILabel: @x665fd@; frame = (-38@ 33; 320 20); transform = [1, @, @, 1, -300
H =CAlLayer: BxBE66@B7@=>
| | | =UILabel: @x666588; frame (@ 33; 320 28); text = 'Enter your passcode'; cl
xB6664bB>>
| | | | | =UILabel: @x664128; frame (@ 151; 320 28); text = 'Wrong Passcode. Try aga
CALayer: B@xB63ed@=>

O Secrove Information Security Consulting
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Uygulama Denetimi

Ornek Uygulama
Cycript

Gorsel ozelliklerde islem yapabiliriz
SpringBoard uzerinde islemler gerceklestirmek

Fonksiyon ozelliklerinde islem yapabiliriz

PhotoVault uygulamasinda authentication
by-pass gerceklestirmek

O Secrove Information Security Consulting 23
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Ornek Uygulama - cycript

SSH ile telefona erisip, uzerinde islem yapacagimiz uygulamayi sececegiz:

nsyilmaz

SecrovePhone:~ root# ps —ef
PPID
']

CMD

/sbin/launchd

fusrflibexec/UserEventAgent -1 System

Jusrfsbin/notifyd

fusr/sbin/sysloogd

fusrflibexec/configd

fSystem/Library/CoreServices/SpringBoard.app/SpringBoard
/System/Library/Frameworks/CoreTelephony. framework/Support/CommCenter
fusrflibexec/lockdownd

fSystem/Library/CoreServices/powerd.bundle/powerd

fusrflibexec/locationd

fusr/sbinfwifid

fusr/sbin/mediaserverd

fSystem/Library/PrivateFrameworks/MediaRemote. framework/Support/mediaremoted
fusrfsbin/mDNSResponder —launchd

fSystem/Library/PrivateFrameworks/IMCore. framework,/imagent.app/imagent
fSystem/Library/PrivateFrameworks/IAP. framework/Support/iapd
fusrflibexec/fseventsd

Jusrfsbin/fairplayd.N34

fSystem/Library/PrivateFrameworks/DataAccess. framework/Support/dataaccessd
fSystem/Library/PrivateFrameworks/ApplePushService. framework/apsd
fSystem/Library/PrivateFrameworks/AggregateDictionary. framework/Support/aggregated
fusrfsbin/BTServer

fusrflibexec/networkd

fApplications/MobileMail.app/MobileMail
fvar/mobile/Applications/11B81D39-991C-4840-BE1@-CCBED1230982/LinkedIn.app/LinkedIn
fvar/mobile/Applications/E14009B6E-33F3-491A-B@D9-DCD5BB1DRA4D/Foursquare. app/Foursquare
fApplications/MobileSafari.app/MobileSafari
fvar/mobilefApplications/A4F3ED51-C752-4491-BBF4-3A4B2ACARG0F /Twitter.app/Twitter
fusrflibexec/ptpd -t usb

sshd: nsyilmaz@ttys@Ra

fApplications/MobilePhone.app/MobilePhone

—-sh

ps —ef

581
581
581
581
581
581
2
581 1
2 4556

2 4557
SecrovePhone:~ root# [J

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

ttys@en
ttys@ee

oEEE DO 2560660656500 68000®®0
I EEEIEEEEEEEEEEEEEEEEEEEEEEEE®
[T~~~ R~ P~~~ T~ I~ R~ T~ R~ I~ T R SR~ B~ B~ I~
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Ornek Uygulama - cycript

Cycript ile, islem yapacagimiz process'e attach olacagiz:
Agac yapisinda uygulama window gorsellerine erisecegiz:

[ 5 5 —— ; TR A L2y || (A | x48

SecrovePhone:~ root# cycript -p SpringBoard
cy# UIApp
SpringBoard: @xcB51%e@="
cy#
cy# Texpand

cy# UIApp.windows [B] .recursiveDescription
@"=SBAppWindow: Bx4a@bB®; baseClass = UIWindow; frame = (@ @; 320 488); layer = =UIWindowLayer: @x49f41@==
: Bx4ac2d®; frame = (@ @; 328 488); alpha = @; layer = =CAlLayer: @xdac37e@==
| <UIView: @xdacde®; frame = (@ @; 320 4B0); autoresize = W+H; layer = <CAlLayer: @x4ac56@>>
| <SBWallpaperView: @x4ad®f®; baseClass = UIImageView; frame = (@ @; 320 480); userInteractionEnabled = NO; layer = <CAlLayer: @x4adla@>>
| | <UIImageView: @xd4ac5ed; frame = (@ @; 320 62); opague = NO; userInteractionEnabled = NO; layer = <CAlLayer: @x4a@b3@>>
| | =UIImageView: @x49f4ed; frame (@ 243; 320 237); opague = NO; userInteractionEnabled = NO; layer = <CAlLayer: @x4777b@=>
| <SBIconContentView: Bx493e7d; frame = (@ @; 320 48@); clipsToBounds = YES; autoresize = W+H; layer = <CAlayer: Bx49f480>>
| | <UIView: Bxd4aceb®; frame = (@ 371; 328 189); opague = NO; autoresize = W+TM; layer = <CAlLayer: Bx4757b@>>
| | | =«SBDockIconListView: B@x485a6@; frame = (@ 28; 320 B9); autoresize = TM; layer = <CAlLayer: Bx495b18>>
| | | | =SBIconView: BxcBcfbed®; frame = (16 11; 59 74); = NO; layer = <CAlLayer: Bxcbcfcf@>=>
| | | | | =5BIconImageContainerView: Bxcbcfef@; frame ; 58 74); autoresize W+H; layer = <CAlLayer: BxcbcTf7@>>
[ |4|

| <UIImageView: @xcbed71@; frame = (B 54; 59 62); transform = [1, 8, 8, -1, @, 54]; opague = NO; userInteractionEnabled =

//| | | =UIImageView: @xcbcd5B@; frame = (B -1; 59 6@8); opague = NO; userInteractionEnabled = NO; layer = <CAlLayer: Bxcbcd500=>
/ | | =SBIconImageView: @xcbBdabc®; baseClass = UIImageView; frame = (@ -2; 59 62); opaque = NO; userInteractionEnabled = NO; lay

| =SBIconLabel: @xcbeScc®; baseClass = UIControl; frame = (-13 6@; B6 16); opaque = NO; userInteractionEnabled = NO; layer = =<CAL
<5BIconView: Bxcbee2b®; frame = (92 11; 59 74); opaque = NO; layer = =<CALayer: @xc6ee37@==

| =SBIconImageContainerView: @xcbee3a®; frame = (B @; 59 74); autoresize W+H;: layer = =CAlLayer: Bxcbee3dd==

| | =UIImageView: @xcbeed4b®; frame = (B 54; 59 62); transform = [1, @, B, -1, @, 54]; opaque = NO; userInteractionEnabled = NO

| | =UIImageView: @xcGeed42®; frame = (B -1; 59 6@); opague = MO; userInteractionEnabled = NO; layer = <CAlLayer: @xcGeedbd==
| | =SBIconImageView: @xcGee5c®; baseClass = UIImageView; frame = (@ -2; 59 62); opaque NO; userInteractionEnabled = NO; lay

| =5BIconlLabel: @x4dbef@d; baseClass = UIContr frame = (-13 6@; B6 16); opaque i userInteractionEnabled = NO; layer = <CAlLa
<5BIconView: BxcGeeTe®; frame = (169 11; 59 74); opaque = NO; layer = =CAlayer: @xcbeeBa@=>
| =56IconImageContainerView: @xc6eeBd@; frame = (@ @; 59 74); autoresize = W+H; layer = =CAlLayer: BxcheeS@@>=

| =UIImageView: Bxc6eebl3@; frame = (@ 54; 59 62); transform = [1, @, @, -1, @, 54]; opague = MNO; userInteractionEnabled = NO|

| =UIImageView: @xcbeeS5@; frame = (@ -1; 59 60); opagque = NO; userInteractionEnabled = NO; layer = =CAlLayer: @xcEecb4@=>
| =SBIconImageView: @xcBeeca®; baseClass = UIImageView; frame = (@ -2; 59 62); opague = NO; userInteractionEnabled = NO; lay|

Secrove Information Security Consulting
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Ornek Uygulama - cycript

Hedefimizde uygulamalarin “icon’lari var.
Gorsel “subview” ozelliklerini kullanarak “SBlconView”a erigecegiz.

cy#
cy# UIApp.windows[@]

@"<SBApplicationIcon:

cy®# ULApp.windows[@]

@"<S5BApplicationIcon:

cy# UILApp.windows[@]

@"<=SBApplicationIcon:

cy# UILApp.windows[@]

@"<=5BApplicationIcon:

.subviews [B].subviews [@].subwviews [1].subwviews [@].subviews [@].subviews [@].icon
Bxd4afebtd> com.apple.mobilephone

AN

.subviews [@].subviews [@].subviews [1].subviews [@].subviews [B].subwviews [1].
Bx4acBb®> com.apple.mobilemail”

subviews [@].subviews [@].subviews [1].subviews [@].subviews [B].subviews [Z].
Bx4a0bB@> com.apple.mobileipod”

.subviews [B].subviews [8].subviews [1].subviews [8].subviews [B].subwviews [3].
Bxd4ab4al= com.apple.mobilesafari”

=

o

Phone Mail Music Safan

O Secrove Information Security Consulting 27



Ornek Uygulama - cycript

Uygulama “icon’larina eristigimize gore, islem yapabiliriz.
Bir uygulama'yi gorunmez yapalim.

cy#
cy# [UIApp.windows[B].subwviews [B].subviews [@].subwiews [1].subviews [B].subviews [B].subviews [2] setHidden: YES]

@ O O SecrovePhone - VNC Viewer
11:28 : Va9 .I-'.J-L:'::,E

. ano o T “ . ” '-nl_llT_l.lrk:?:ell ‘-‘:n‘ .
llgili object'in “setHidden e g
metodunu ¢agiriyoruz.

o

Metod cagirirken komutlari
[.....] icerisinde kullaniyoruz.

&

5 & Heminders -.;, PHEtD.VEII..ﬂL'

0 Secrove Information Security Consulting
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Ornek Uygulama - cycript

Object'ler hiyerarsik oldugu icin bir Ust subview Uzerinde islem yapalim.

cy#
cy# [UIApp.windows[@].subviews [@].subviews [@].subviews [1].subviews [@].subviews [P].subviews [2] setHidden: YES]

Eristigimiz “subview” icon container oldugu igin f =
container igideki batun “icon’lar kayboldu.

L t\é‘ .T _..r 3

Photos  Reminders - Photo Vanlt

Secrove Information Security Consulting
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Ornek Uygulama - cycript

Object'lerde daha Uste ¢iktigimizda...

[ULApp.windows[8].subwviews [B].subviews [8].subwviews [1].subviews [8].subviews [B].subviews [2] setHidden: YES]

[UTApp.windows[@].subviews [8].subviews [@].subwviews [1].subviews [@].subviews [B] setHidden: YES]

[ULApp.windows[8].subwiews [8].subviews [8].subviews [1] setHidden: YES] 47

8 O O SecrovePhone - VNC Viewer

will Turkcell = 11:46 _ ¥ 0_1{_? =

Artik masaustinu tamamen gizlemis olduk.

o -+ Secrove Information Security Consulting



Ornek Uygulama - cycript

... Ve herseyi geri getirelim...

[UTApp.windows[®].subviews [@].subviews [B].subviews [1] setHidden: NO]

[UlApp.windows[®].subviews [0].subviews [@].subviews [1].subviews [@].subviews [@] setHidden: NO]

[UTApp.windows[®].subviews [0].subviews [@].subviews [1].subviews [B8].subviews [@].subviews [2] setHidden: NO]

setHidden: NO

n

Phone Mail Music Safari

O Secrove Information Security Consulting



ygulama - cycript

asina bir bakalim.

B3 O O SecrovePhone - WNC Viewer

Enter your passcode

Uygulama giris i¢in parola istiyor...

Bu ekrani by-pass edebilir miyiz?
4 5 6
P{I%S T?‘H’ WR’Z

</</\,
<-4 +o Secrove Information Security Consulting
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Uygulama - cycript

ttach olup, bu ekrani gegmeye iligkin
lirsek, by-pass etmis olacagiz.

B O O SecrovePhone - VNC Viewer
il Turkecell = 11.54 e O 100% ==

Deleg ate” Unlock Private Photo Vault
eki fonksiyonlara goz atmamiz
gerekiyor.

Enter your passcode

Bu noktada “class-dump-z” kullanacagiz.

o \f«ﬁ@/\\\/\ﬁé
%% %2%
X

23, : : :
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Ornek Uygulama - cycript

Uygulamaya attach olup, adim adim ilerleyelim...

3} nsyilmaz — s

SecrovePhone:~ root# ps -ef | grep PhotoVault
581 4791 1 8 0B:00.08 77 B:83.61 /Applications/PhotoVault.app/PhotoVault
B 4882 4557 0] @:00.00 ttysooe @:00.80 grep PhotoVault
SecrovePhone:~ root#
SecrovePhone:~ root#
SecrovePhone:~ root# cycript -p 4791
cy#
cy# UIApp.delegate
@"<=AppDelegate: Bx647aed="
cy#
cy# I

Process ID: 4791
Application Delegate: “AppDelegate”

Class-dump-z ile uygulamanin class-dump'ini alip
iIsimize yarayacak fonksiyonlara bakabiliriz.

O Secrove Information Security Consulting



Ornek Uygulama - cycript

Uygulamayi dump edip, “AppDelegate” icindeki fonksiyonlari inceleyelim.

@ nsyilmaz — ssh — 181x48

SecrovePhone:~/iphone_armvé root# ps —-ef | grep PhotoVault
581 4701 1 4] B:p@.28 77 B:86.51 fApplications/PhotoVault.app/PhotoVault
B 4825 4B17 2 P:00.20 ttyseQl P:008.82 grep PhotoVault

SecrovePhone:~/iphone_armve root#

SecrovePhone:~/iphone_armvt root#

SecrovePhone:~/iphone_armvb root#

SecrovePhone:~/iphone_armvé root# ./class-dump-z fApplications/PhotoVault.app/PhotoVault > PhotoVault.dump
SecrovePhone:~/iphone_armv6é root#

800 - i} nsyilmaz — ssh — 181x48

@interface AppDelegate : WSObject <UIApplicationDelegate, MFMailComposeViewControllerDelegate, UIAlertViewDelegate= {
UIViewController* viewController;
UITabBarControllers aTabBarController;
NSMutableArray+ openedAlbums;
}
@propertyl{assign, nonatomic) UITabBarControllers aTabBarController;
—({void)applicationDidFinishLaunching: {id)application;
-{voidlapplicationWillEnterForeground: {id)application;
—-{void)applicationWillResignActive: (id)application;
—(BOOL)mavigator: (id)navigator shouldOpenURL: (id)url;
-({BOOL)application:(id)application handleOpenURL: {(id)url;
-{void)dealloc;
—{id)documentsDirectory;
—{void) runOnce;
-{wvoid)pinManagement;
—(void)pinLockController:{id)controller didFinishSelectingMewPin: (id)pin;
—({void)pinLockControllerDidFinishRemovingPing
-{void)pinLockControllerDidCancel;
—(void)pinLockControllerDidFinishUnlocking;
—{void)lockController:{id)controller didFinish: {id)finish;
-{wvoid)lockControllerDidCancel: {id)lockController;
—(void)promptForEmail;
—({void)emailPin;
-({void)mailComposeController:{id)controller didFinishWithResult: (int)result error:({id)error;
—(void)lalertView: (id)view clickedButtonAtIndex: {int)index;
-(BOOL)checkInstalockForAlbum: {id)album;
-{void)addAlbumToOpenedAlbums: {id)openedAlbums;
@end

O Secrove Information Security Consulting



Ornek Uygulama - cycript

Bu fonksiyonlar iginde
“‘pinLockControllerDidFinishUnlocking” isminde bir fonksiyon mevcut.
Denemeye deger...

TR RN RN AL LT -— —
@interface AppDelegate : NSObject <UIApplicationDelegate, MFMailComposeViewControllerDelegate, UIAlertViewDelegate> {
UIViewController* viewController;
UITabBarControllers aTabBarController;
NSMutableArray+ openedAlbums;
}
@property{assign, nonatomic) UITabBarController* aTabBarController;
—{void)applicationDidFinishLaunching: (id)application;
—{void)applicationWillEnterForeground: (id)application;
—(void)applicationWillResignActive: {(id)application;
—(BOOL)navigator: (id)navigator shouldOpenURL: (id)url;
—(BOOL)application: (id)application handleOpenURL: {(id)url;
—({void)dealloc;
—{id)documentsDirectory;
—{void) runOnce;
—({void)pinManagement;
—(void)pinLockController:(id)lcontroller didFinishSelectingMewPin: (id)pin;
—(void)pinLockControllerDidFinishRemovingPing
—({void)pinLockControllerDidCancel;
—{void)pinLockControllerDidFinishUnlocking;
—{void)lockController:{id)controller didFinish:{id)finish;
—{void)lockControllerDidCancel: {id) lockController;
—(void)promptForEmail;
—(void)emailPin;
—({void)mailComposeController: (id)controller didFinishwWithResult: (int)result error:{id)error;
—{void)alertView: (id)view clickedButtonAtIndex:{int)index;
—-{B00OL)checkInstaLockForAlbum: (id)album;
—{void)addAlbumToOpenedAlbums: (id)openedAlbums;
@end

O Secrove Information Security Consulting



Ornek Uygulama - cycript

Cycript icinden “pinLockControllerDidFinishUnlocking” fonksiyonunu call
ediyoruz.

cy#
cy# [UTApp.delegate pinLockControllerDidFinishUnlocking]
cy#
cy#

cy#
cy# I

@ O O SecrovePhone - VNC Viewer

® O O SecrovePhone - VNC Viewer
il Turkeell % 1228 K © 100% =t «all Turkcell = 1Z:30 K © 100% = |

Unlock Private Photo Vault Infe Albums +

- .
/ I iTunes Shared Album
Enter your passcode .

First Album

4 5] 6

GHI JKL MNO
7 8 9
PORS TUvV WXYZ
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Uygulama - cycript

yariyor ve authentication ekranini by-pass etmis

iz?
“‘iconBadge’ini degistirelim.
® O O SecrovePhone - VNC Viewer

[UIApp setApplicationIconBadgeMumber: 998] @ O O SecrovePhone - VNC Viewer
il Turkeell = 12:38 V 9 100% 3
i e i RIS i B

) K
-+« Secrove Information Security Consulting
*
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gulama - cycript

mamiza iman saglayan “cycript” ile
anipulasyonlar

eki degiskenlere iliskin manipulasyonlar

Uygulam igindeki fonksiyon ¢agrilarina iliskin manipulasyonlar

gerceklestirilerek, uygulama icerisindeki kontroller by-pass
edilebilmektedir.

SONLSe . . .
o%jg&@ii%i%%%o Secrove Information Security Consulting
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